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ABSTRACT
The existence of a central security authority is too restric-
tive for pervasive computing environments. Existing dis-
tributed security schemes fail in a pervasive computing en-
vironment with limited terminals. Better fitted are schemes,
that do not rely on the presence of a central security au-
thority, yet allows for the application of a common secu-
rity policy. This paper presents such a distributed security
scheme, where pieces of information of the same sensitiv-
ity are grouped together and protected by a pair of private
encryption/decryption keys. Users gain access to certain
information by obtaining the key pair of the corresponding
group. Depending on the security policy applied in a given
environment, the keys can be obtained either directly by the
security authority which issues the keys or by another user
that possesses them. Similarly, depending on the applied
security policies, the access to information may require the
user to authenticate himself. In the scheme we present, the
authentication is based on certificates that users may obtain
from the security authority at an unsuspected time prior to
the information access.
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1 Introduction

The explosive evolution of wireless communications in
the past decade, combined with the equally impressive
progress in the hand-held device technology has opened the
way for pervasive computing. Pervasive computing builds
on the results from the domains of distributed systems and
mobile computing, but presents several new areas of inter-
est such as smart spaces, invisibility, localized scalability,
and masking of uneven conditioning, i.e. graceful service
quality degradation when space “smartness” decreases [1].
A number of research projects (e.g. Oxygen [2], Aura [3],
Endeavour [4], a.o.), each with an impressive list of par-
ticipants both from the industry and from the academia,
have emerged and started tackling issues related to perva-
sive computing.

Security is a hot topic of research in pervasive com-
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puting. The centralized nature of the authentication and
access control authority of traditional approaches is not af-
fordable in pervasive computing as has been successfully
argued elsewhere [5]. Instead, the confidentiality and in-
tegrity of information must be ensured by a distributed
scheme where the interacting parties do not rely on the
presence of a central security authority. Traditional dis-
tributed schemes cannot be applied in a pervasive com-
puting environment, since the terminals used have too re-
stricted computing power and storage space to be able to
run authorization and access control operations. Therefore,
we need an authorization scheme, which does not require a
central security authority, yet frees the terminals from com-
plex computational processes or heavy memory usage.

This paper presents a distributed authorization and
access control scheme for a pervasive computing environ-
ment. We also describe an implementation of that scheme.
The scheme is based on the distributed security scheme
for nomadic computing described in [6], but has been
enhanced to fit the needs of pervasive computing. The
scheme provides support for security policies that guar-
antee the confidentiality and integrity of information ex-
changed without the presence of a central security author-
ity.

In our scheme, parties which intend to access infor-
mation in a pervasive computing environment, gain access
to the desired information by obtaining a pair of private
keys used to encrypt that information. The keys along with
the credentials that, depending on the security policy, might
be required for user authentication in a given environment,
are received by the user in the form of an admission ticket.

The credentials ensure that only authorized entities
will be allowed to connect to services available in the corre-
sponding pervasive computing environment. Still, all data
communicated within that environment is encrypted with
different keys, depending on the access control group a spe-
cific piece of data belongs. Different access control groups
may contain information of different sensitivity, reflecting
different security levels defined in a variety of security poli-
cies that may be used in that pervasive computing environ-
ment. Only the entities that are allowed to access informa-
tion that belongs to a certain access control group receive
the encryption keys that correspond to that group in their
admission tickets.

The remainder of this paper is structured as follows:



Section 2 provides some background information regard-
ing the authorization and access control mechanisms which
have been widely used in centralized security schemes. It
further reveals the characteristics that make them unsuit-
able for pervasive computing. Section 3 presents the sys-
tem architecture of our distributed security scheme in terms
of the key entities, their roles and their relations. A descrip-
tion of the prototype implementation of our distributed se-
curity scheme can be found in section 4. The paper con-
cludes in section 5 with a short assessment of our security
scheme and an evaluation of its future.

2 Background

Authorization and access control have been addressed in
computer security from the early 60’s [7]. However, the
solutions that have been widely adopted in standalone
systems and networked systems interconnected via, e.g.,
LANs and WANs fall short from dealing with the situations
rising in pervasive computing. This section gives a short
overview of these solutions and emphasizes their charac-
teristics that make them unfit for pervasive computing.

2.1 Authorization

Security approaches to authorization can be broadly clas-
sified into two categories: identity-based and token-based.
In this subsection we look at some representative examples
from each category and we reveal the limitations of their
application in pervasive computing.

2.1.1 Identity-based approaches

Identity-based approaces rely on the authentication of the
subject which is based on a user assigned identity (e.g.
username) or on network addresses (e.g. virtual private net-
works or VPNs). Once the subject has been successfully
authenticated, access control rules apply according to the
subject’s proven identity. Passwords have been widely used
for authentication, but they require other means of autho-
rization when they are issued to a user. In pervasive com-
puting a subject may interact with a big number of peers.
This is prone to result in the subject reusing one password
for several peers, causing broad damages if the password
is compromised. Using different passwords for each peer
causes usability problems since the user must maintain a
big number of passwords.

A widely used authentication mechanism in tradi-
tional networked system is Kerberos [8] where the au-
thentication is based on usernames and passwords and the
authorization to access services is based on ticket grant-
ing servers. In VPNs, IPsec [9] provides support for au-
thentication in static environments, while enhanced mo-
bileIP [10] can be used to support authentication in VPNs
that include mobile devices.

Alternative authentication means are public key cer-
tificates, such as X.509 [11], which are based on a
challenge-response protocol. However, X.509 requires a
global wide hierarchical structure of Trusted Third Parties,
which has not yet realized. Additionally, the names used in
X.509 are in practice not globally unique.

2.1.2 Token-based authorization

Token-based authorization divides authentication and au-
thorization even further. Authorization is solely based on
a token rather than on the identity of the bearer of the to-
ken. Popular means of token-based authorization rely on
public key certificates. SPKI [12] is such an authentication
scheme which is based on asymmetric key pairs and autho-
rization certificates. The subject must prove that he pos-
sesses a certain asymmetric key pair, and present a SPKI
certificate which binds a list of capabilities to that key pair.

The TeSSA security architecture [13] uses SPKI-
certificates and policy management for authorization to
provide a secure distributed computing environment. The
Centaurus security architecture [5] is explicitly targeted for
pervasive computing environments. Centaurus takes ad-
vantage of as well X.509-certificates as enhanced SPKI-
certificates for authorization.

Another example of authorization based on certifi-
cates is the CBASS system [14] which demonstrates how
certificates could be used in a real distributed system. There
are also examples of authorization schemes that use other
types of certificates. For instance, OASIS proposes in [15]
appointment certificates which are used to authorize a sub-
ject for a certain role.

2.1.3 The structure of an authorization
scheme

The structure of an authorization scheme can be character-
ized in t erms of distribution In a centralized computing
environment, which contains several terminals, there is an
authorization manager, which the terminals can contact at
any time. Whenever a user needs to access a service or an
information, it contacts the central manager, which handles
the authorization procedure and establishes the connection
to the target service or information. Such proxy-based ar-
chitectures have been proposed, e.g. [16]. These do, how-
ever, require the presence of a special proxy device, since
the terminals in a pervasive computing environment, e.g.
wearable devices, have too restricted computing power and
storage space to be able to host a proxy. Yet, we cannot
rely on the presence of such a terminal.

We solve this problem by introducing a separate au-
thorization entity, which needs not be present when the in-
formation or services in fact are accessed.



2.2 Access Control

Access control is characterized by the granularity of the
sets of subjects and objects to which it applies, the degree
of discretion it allows to the object owner to provide access
permissions and the intermediate levels it requires.

Given the ad hoc networking parameter in pervasive
computing, the access control granularity must be fine-
grained in order to allow greater flexibility in defining the
access to services on a per-user basis. Employing attribute
certificate schemes such as SPKI allows the application it-
self to define what fields are to be placed in the certificate.
This in turns provides for a very fine-grained level of gran-
ularity suitable for pervasive computing.

Discretional access control allows the owner of an ob-
ject to define the access permissions on it. This leads to
tailored security solutions for different classes of possible
subjects that might require access permission to a given ob-
ject [17]. However, that flexibility comes with a high im-
plementation cost of system-wide discretional policies for
large systems [13]. Single, system-wide mandatory poli-
cies are less expensive to implement but they do not allow
customized solutions for different subject classes.

To facilitate the access control process, intermediate
levels such as roles or groups have been proposed (e.g.
see [17, 15]). In these cases a subject is placed in a group or
assigned a role and the access control is applied on groups
and role and not on individual subjects. Combinations of
both access control groups and roles provide for more flex-
ible security solutions [13].

The more flexible, adaptable and customized access
control is provided by a security solution, the more de-
manding and costly the implementation of the correspond-
ing mechanism is. Considering the variety of cases where
pervasive computing environments will be formed (e.g.
home, office, travel, ad hoc contexts), the support for ac-
cess control mechanisms must allow a variety of security
policies to be applied. This would ensure that the security
solution which provides the best trade-off between flexibil-
ity and cost in a given pervasive computing environment
can be applied in it.

3 System Architecture

In this section we define a basic set of terms that will help
us describe the system architecture of our authorization and
access control scheme. Then we identify the entities that
are involved in our security scheme and we delineate their
roles and their relations.

3.1 System Model

The purpose of our system model is to provide the abstrac-
tions that describe the entities which participate in a perva-
sive computing environment. As a starting point, we adopt
the various scenarios that are described by well-established

projects involved with pervasive computing (e.g. [2, 3, 4]).
As our reference point we use the end-user who is inter-
acting with a pervasive computing environment. In brief,
these scenarios describe users which use personal, office
and commercial information, while moving from one phys-
ical location to another. Hence, these scenarios can be ab-
stractly described in terms of users and the assets (i.e. in-
formation) accessed by the users2.

Our system model provides two abstractions for cap-
turing the above terms describing a pervasive comput-
ing environment. The user abstraction captures the entity
which accesses (or attempts to access) some information.
The asset abstraction captures all kinds of information that
a user uses explicitly or implicitly, which can be personal
or office data, advertisements, flight-schedule updates, etc.
Both assets and users are addressable entities in a pervasive
computing environment. Our system model also defines the
access relation that captures the interaction between a user
and an asset. A user accesses an asset when the entity repre-
sented by the user interacts (views, modifies, destroys, etc)
the information held by the given asset. The access relation
may take one the form of the following four actions:

• create: A user creates an asset when prior to this
action the given asset did not exist, and the successful
completion of the action resulted in the production of
the given asset.

• read: A user reads an asset when he views the in-
formation held by the given asset.

• write: A user writes an asset he modifies the infor-
mation held by the given asset.

• delete: A user deletes an asset when the given as-
set existed prior to the action, and the successful com-
pletion of the action resulted in the disappearance of
the given asset.

Notice that these action are operations on assets,
which are modeling vehicles that represent information.
The create and the delete actions do not produce or de-
stroy information; rather they produce or destroy the ad-
dressable carrier that may hold some information. It is the
write action which places information in an already ex-
isting asset or destroys the information that an asset hold
(e.g. by setting it to a void or otherwise useless value).
From this perspective, it is through the read and write
actions that the security properties of a piece of informa-
tion can be compromised. For this reason, in the remainder
of this paper we focus only on these two actions.

3.2 Roles and Relations

Unless all users are allowed to freely access in any way the
information held by all assets, a security mechanism should

2N.B.: We are attempting to model a pervasive computing environment
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condition of the end-user, etc are not addressed here.



be put in place to guarantee two fundamental security prop-
erties:

• Confidentiality: A piece of information can be dis-
closed only to authorized users.

• Integrity: A piece of information can be modified
only by authorized users.

These definitions of the confidentiality and integrity
properties reveal the three primary roles that are involved
in our security scheme. The first role is that of the asset
which holds a piece of information. The second role is the
role of the user, who wants to read or modify the informa-
tion held by an asset. There is also a third role, which is less
explicit in the above definitions: The role of an authority.
The authority is responsible to classify the information held
by different assets, and to authorize different users to read
or modify different information. In our system model the
authority is a role played by a distinguished user. To sum-
marize, an authority classifies assets and authorizes users to
perform specific actions on specific assets. These roles and
their relations are graphically illustrated in Figure 1 (a).

Notice, that the scheme allows for several authorities
in a given environment. However, it is important to ensure,
that for each asset there is a unique authority which will
determine which users have the right to access it and what
actions these users are allowed to perform on it. Therefore,
a security policy is applied in each environment. The secu-
rity policy determines the number of authorities in an envi-
ronment and solves conflicts caused by authorities having
conflicting asset access rules.

What makes the application of a security policy an in-
teresting issue in pervasive computing is that the authority
responsible for a specific asset may not be present when
a user wants to access the given asset. In fact, we cannot
even assume that these three entities (the user, the asset and
the corresponding authority) could have directly interacted
in the past. In our scheme, we ensure that the security pol-
icy in a given pervasive computing environment, in terms
of access rights on assets, is respected, despite the fact that
the security authority might not be present when the assets
are accessed.

3.3 A Distributed Security Scheme

In our security scheme, assets are classified in groups, ac-
cording to the set of users who have access on them, and
the type of access (read/write) they have. If a user has
access to one asset in a group, then that user has the same
access to all assets in that group. Each group is assigned a
pair of private encryption/decryption keys and all assets in
that group are encrypted with the encryption key. A user
is granted read access to a group of assets by obtaining the
decryption key of the group. Accordingly, a user is granted
write access to a group of assets by obtaining the encryp-
tion key of the group. Based on this scheme, different se-
curity policies can be applied.

A flexible security policy based on distributed trust can
be developed on top of our distributed security scheme. A
user can gain access to a certain asset by obtaining the cor-
responding key(s) from another user, with whom he has
a mutual trust relation. This allows users to access as-
sets without having to contact the security authority, a fact
which makes the flexible security policy especially suited
for pervasive computing.

A conservative security policy which imposes stricter
authorization constraints than the above one, can also be
implemented on top of our distributed security scheme.
Before accessing assets in a pervasive computing environ-
ment, a user might have to present his credentials. These
credentials have the form of a certificate, which the secu-
rity authority has provided to users that it has successfully
authenticated.

A tight security policy, which strengthens the security
guarantees in each of the above cases, can also be imple-
mented on top of our distributed security scheme. The keys
associated with each access group can be time bound, al-
lowing authorized users to access assets only within a spe-
cific time frame. This is especially useful for such perva-
sive computing environments where access to information
is based on a membership, which must be periodically re-
newed.

In all three policies, the classification of the assets into
different access groups and the issuing of the correspond-
ing keys is done by the security authority. The security au-
thority is also responsible for the initial distribution of these
keys to users who are entitled to the corresponding autho-
rization. Depending on the security policy, subsequent dis-
tributions of the keys may happen among trusted users. Fi-
nally, if a conservative security policy is used, the security
authority also issues user certificates.

3.4 System Structure

The system that puts in place our distributed security
scheme consists of three types of entities: the policy maker,
the admission manager, and the participant.

The policy maker is a special user which plays a part
of the security authority role. It is the one which defines the
security policy that will apply to a given pervasive comput-
ing environment. This entity decides whether or not users
must be authenticated before accessing assets, if key pairs
are time bound, whether there is going to be a predefined
number of access control groups of assets in a given envi-
ronment or alternatively if each user is allowed to define
access groups, etc.

The admission manager is also a special user in our
system model, which plays the remaining part of the secu-
rity authority role. This entity is responsible for generating
the key pairs, and the user certificates if these are required.
It is also responsible for authenticating users, and providing
the users with the keys that the policy maker have entitled
them to.



The participant is the user who wants to access assets
in a pervasive computing environment. It may also possess
assets that other participants in the same environment want
to access. The participants obtain the appropriate keys, ei-
ther from the admission manager or from other trusted par-
ticipants, depending on the security policy. The participant
is also responsible for the access control of the assets it pos-
sesses. Additionally, depending on the security policy, the
participant may have to obtain a certificate for authentica-
tion purposes. This certificate can be obtained either from
the admission manager or from another trusted participant,
depending again on the applied security policy.

The way the above entities interact is graphically il-
lustrated in Figure 1 (b). The policy maker contacts the
admission manager to set the parameters that define the se-
curity policy that applies in a given pervasive computing
environment. This may include the identities of the partici-
pants that are allowed to enter that environment and access
assets in it, as well as the assets that each of these partic-
ipants is allowed to access and the access rights on each
asset.

Participants contact the admission manager to obtain
the keys that enable them to access certain assets in a given
environment. If required by the applied security policy,
the participants have also to obtain their certificates for the
given environment. Now, participants can contact other
participants for obtaining the keys that would give them
access to assets in the pervasive computing environment in
question. Finally, participants contact other participants for
accessing their assets.

(b)
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assetuser
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Figure 1. (a) The roles and their relations and (b) the sys-
tem structure of the presented, distributed security scheme.

4 A Prototype

In this section, we describe how we implemented the enti-
ties described in the previous section. We first describe the
interfaces between the entities, and move on to the imple-
mentation.

4.1 Interface Specifications

The definitions in OMG IDL syntax of all the interface de-
scribed in this section can be found in Table 1.

4.1.1 The Setup interface

The Setup interface is provided by the admission manager
and used by the policy maker. It is used to setup the char-
acteristics of the security policy that must be applied in a
given pervasive computing environment. The policy maker
configures the admission manager with an asymmetric key
pair, the network address of the terminal the admission
manager will run on, and an identifier which uniquely de-
scribes this pervasive computing environment. In addition,
the policy maker defines the port number that participants
can use to connect to other participants and to access their
assets. Optionally, the policy maker can also specify a
time limit until which the admission manager will accept
requests of participants to access a given pervasive com-
puting environment. This is especially useful in the case
where the security policy allows participants to define their
own access groups. In this case, the admission manager
needs to know all the access groups before it generates and
issues the corresponding keys.

4.1.2 The AdmMgr interface

The AdmMgr interface is provided by the admission man-
ager. It is used by participants who wish to obtain keys
and possibly certificates in order to access assets in a given
pervasive computer environment. The AdmMgr interface
offers three services: authentication of itself (authenti-
cate), registration of groups (addGroup), and enrolling the
requests of participants (enrol) for keys and certificates.
The authenticate-service uses a challenge-response proto-
col, and after successful authentication, the client receives
a certificate for authentication in later communication. Ad-
ditionally, in all service calls the participant must provide
an identifier which describes the participant from whom
the request originates. The admission manager can ver-
ify the identifier independently from the incoming request,
and uses it in the authentication of the participant. This
provides a protect against man-in-the-middle-attacks and
against replay-attacks - assuming that the identifier resolu-
tion from the admission manager cannot be spoofed. This
criteria cannot be fulfilled in many connections, i.e. in our
implementation, the IP address of the participant serves the



purposes of the identifier. Also, in all service call the par-
ticipant provides a signature which is a cryptographic sig-
nature computed over all parameters in the request. The
signature secures the integrity and authenticity of the re-
quest but it does not protect against replay attacks.

4.1.3 The Candidate interface

The Candidate interface is provided by the participant. It is
used by the admission manager mainly for authentication
purposes. This interface offers three services: authentica-
tion of the participant (authenticate), acceptance of a cer-
tificate which is issued and offered by another party after it
successfully has authenticated the client (isAuthenticated),
and acceptance of an admission ticket which the admission
manager grants after the enrollment phase has ended (is-
Registered). For the same reasons as in the AdmMgr inter-
face, in all service calls the admission manager provides its
identifier and a signature.

The interaction between a participant and the admis-
sion manager takes place as follows: the participants starts
by authenticating the admission manager through by call-
ing AdmMgr::authenticate. The same call contains also the
participant’s public key and the access point where the ad-
mission manager can call back the participant. All param-
eters except for the signature are encrypted with the public
key of the admission manager. The admission manager will
respond with the challenge, encrypted with client’s pub-
lic key. In its turn, the admission manager will authen-
ticate the participant in a similar way, calling the Candi-
date::authenticate service.

After the successful authentication of the participant,
the admission manager creates a certificate if so compelled
by the applied security policy. The certificate contains the
identifier of the participant, the callback access point, the
client’s public key, and a signature. In addition, the certifi-
cate contains a UTC-time stamp whose purpose is to indi-
cate a time after which the certificate is invalid. This field
is used only when the applied security policy requires time
bound certificates and access rights. The admission man-
ager delivers the certificate to the participant by calling the
Candidate::isAuthenticated service.

Once the participant has received the certificate it can
call the enroll and addGroup services on the AdmMgr in-
terface. When proposing an access group, the participant
provides the public key for each other participant which
shall have access to that group as well as the access rights
of that participant. Group membership information is pro-
tected against disclosure by concatenating the public key
and the access rights and encrypted together.

When the enrollment phase has ended, the admission
manager creates admission tickets for all the successfully
enrolled participants. A ticket contains a number of param-
eters related to the pervasive computing environment for
which the ticket is issued (e.g. environment’s identifier).
Moreover, the ticket contains the keys that correspond to
the access rights granted to the participant for each of the

access group that exist in the given environment.

4.1.4 The Access interface

The Access interface is provided by a participant to other
participants. It is used every time a participant modifies or
creates a new asset. That participant must then distribute
the modified asset to all participants that are authorized
to access that asset. Each asset has a two-part descriptor,
which is unique to the given pervasive computing environ-
ment. That descriptor must be delivered along with the as-
set. For the same reasons as in the AdmMgr interface, the
client must provide its identifier and a signature. The pa-
rameters are encrypted with the group encryption key and
tagged with a group identifier before sending.

Participants, who do not have write access in a spe-
cific group, cannot encrypt assets with the encryption key
of that group. Even if they can tag an asset with the cor-
rect identifier and send it to all participants, the participants
cannot decrypt it with the correct key, and will therefore
discard it. Accordingly, participants who do not have read
access in a specific group, cannot decrypt assets accessible
by that group, and can therefore not read them.

4.2 The implementation

Our prototype conforms to a conservative security policy.
However, it is modular, and enhancing it to conform to sev-
eral security policies is straight-forward.

In our prototype, the policy maker is a physical person
that defines the security policy in a configuration file used
to initialize the admission manager. On the other hand, the
admission manager and the participant are software com-
ponents which we have implemented as described in the
remainder of this subsection. The relations between the
units in the admission manager and the participant are de-
picted in Figure 2.

We use RSA encryption with PKCS-7 padding, and
sign using SHA-1 with RSA. The same keys are used both
for encryption and for signing. Whenever keys are passed
between entities or stored in files, they are encoded using
the standard RSA encoded key format.

4.2.1 The admission manager

The admission manager is a software component built with
Java and consists of three parts: the server unit, the registry
unit, and the policy checking unit. The server unit waits
for requests from participants, verifies the signatures and
converts the parameters to more abstract data representa-
tions, before passing on the data for processing by the ses-
sion registry. The server unit also manages authentication
issues and returns certificates to successfully authenticated
participants.

The registry unit processes enrollment and group cre-
ation after checking with the policy checking unit the le-



struct AMParams {
string pubkey fn;
string privkey fn;
string net address;
long session id;
long session port;
long reg secs;
string ior fn;

};

interface Setup {
void begin( AMParams

params );
void interrupt( );

};

Setup interface

typedef sequence <octet>
octets;

interface Access {
void receiveAsset (

in octets grpid,
in octets asset,
in octets desc major,
in octets desc minor,
in octets identifier,
in octets signature );

};

Access interface

struct Ticket { ... };
struct Cert { ... };

interface Candidate {
octets authenticate (

in octets chall,
in octets identifier,
in octets signature );

void isAuthenticated (
in Cert cert,
in octets identifier,
in octets signature );

void isRegistered (
in Ticket ticket,
in octets identifier,
in octets signature );

};

Candidate interface

interface AdmMgr {
octets authenticate (

in octets session id,
in octets challenge,
in octets key,
in octets access pt,
in octets id,
in octets signature );

void addGroup (
in MemberList list,
in Cert cert,
in octets id,
in octets signature );

void enroll (
in Certificate cert,
in octets identifier,
in octets signature );

};

AdmMgr interface

Table 1. The interfaces defined in our distributed security scheme.

gitimacy of such requests. Legitimate requests are honored
and the registry unit keeps information about the enrolled
participants and the created groups. It is also the respon-
sibility of the registry unit to use this information in order
to create the appropriate admission tickets for enrolled par-
ticipants. This is again done in cooperation with the policy
checking unit. The policy checking unit is the part of the
admission manager that get configured by the input pro-
vided by the policy maker (i.e. the configuration file of the
system in our implementation).

4.2.2 The participant

The participant is a software component implemented us-
ing C++ and consists of three parts: the communication
management unit, the asset registry unit, and the proxy
unit. The communication management unit is responsible
for processing incoming and outgoing assets. Incoming as-
sets are decrypted with the appropriate group decryption
key, and passed on to the asset registry unit. Outgoing as-
set are encrypted using the proper group encryption key,
and then send to their destination participant.

The asset registry is responsible for creating a unique
descriptor for the assets that the proxy unit creates. These
asset identifiers consists of two parts: the client’s unique
identifier and a client specific sequence number. The asset
registry unit also keeps track of the received assets and the
access group to which they belong. If at a later point and
asset is received with the same identifier but with different
access group identifier, the asset registry unit discards it
as illegitimate. The proxy unit is responsible for passing
assets between the registry unit and the user.

5 Conclusion

This paper presented an enhanced authorization and access
control scheme for pervasive computing, which uses a cen-
tralized security authority only off-line and not when as-
sets are accessed. The authority can apply different secu-
rity policies with authorization and access control schemes
that fit different environments. The access control process
is completely distributed, based on the encryption of assets
and the distribution of encryption/decryption keys to the
participants with adequate access rights.

Our security scheme supports time-bound encryption
keys and provides to the access control mechanism the pos-
sibility to require a user certificate prior to the distribution
of the encrypted asset. These choices provide for the em-
ployment of a variety of security policies, each with a dif-
ferent degree of constraints to the access of assets and a
different level of security guarantees for them.

Our prototype implements this scheme elegantly, al-
though certain enhancements are still needed. For exam-
ple the encryption mechanism must be tuned so as to be
fast enough for limited-resource devices. It must also be
enhanced in order to produce non-identical output for the
same input, as this property weakens confidentiality.

To validate the proposed security scheme we are em-
ploying it in the pervasive computing environment that is
formed for a business-meeting scenario. The policy maker
in this scenario is the person who call the meeting and who
sets the time and the place for it. Both cases of invited
participation as well as spontaneous participation are con-
sidered. Each invited participant is allowed to form his own
access groups and spontaneous participant may obtain the
necessary keys from the group owners. The target platform
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Figure 2. The units in the admission manager component
(a), and the participant component (b).

for the participants is a configuration of Linux-based Com-
paq iPaqs communicating over Bluetooth, while for the ad-
mission manager the target platform is the Java Runtime
Environment on a regular workstation.
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