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The new data center fabric
requirements

The data center fabric is the connectivity engine that business
applications and services rely on to meet their performance and
scalability goals. But cloud-native architectures and the next
generation of services are creating challenging new data center
fabric requirements.

In today’s cloud era, delivering the best service experience to end
users is a key business imperative. The deluge of new consumer and
business services, often driven by the deployment of new
technologies such as 5G, loT, artificial intelligence (Al) and machine
learning (ML), has put massive pressure on data center network
operators to deliver greater service agility with more scale and higher
performance.

Despite these new traffic demands, what is of paramount
importance for operators is to maintain business continuity.
Operators value a reliable network they can count on when traffic
demands are high and unexpected events inevitably happen. They
want a network that just works. However, in many networks this is
more of a luxury than the status quo.

Handling these new traffic demands will require more automation.
Operators will need to implement intent-based network automation
across the different phases of the data center fabric’s lifecycle from
design, deployment, and operations. However, automation has
never really met its promise. One of the reasons for this is because
networks can be fragile and often there is a concern that automation
at scale will simply amplify this fragility.

The last imperative that operators must accommodate is for their
data center fabric solution to be adaptable to fit into various
heterogeneous environments while also being customizable to
address unique operational requirements. As reflected by the
massive growth of data center infrastructure management (DCIM)
tools, many companies choose a DIY approach to fulfill their NetOps
platform needs and integrate their own tools or open-source
projects into their environments. This means that each operational
environment is unique, with their own bespoke needs requiring an
open and flexible solution.




A network fabric built for
Innovation

As data center fabric operators began to embrace NetOps, they found that
existing data center fabric solutions could not easily meet their operational
needs and often delayed the growth of automation. Nokia recognized this
gap and collaborated with leading hyperscalers and companies working to
embrace DevOps approaches to find out more about their successes and
challenges. Nokia applied these learnings to network operations with the
goal of helping to drive NetOps automation in any environment. Our aim was
to design a data center fabric solution from the ground up to provide the
openness and extensibility data center and cloud builders would need to
thrive with NetOps.

The resulting solution combines our high-performance data center fabric
switching platforms, the 7220 Interconnect Router (7220 IXR) and the 7250
Interconnect Routers (7250 IXR-6e/7250 IXR-10e), with a fully open and
extensible NetOps-based network operating system (NOS) called SR Linux.



https://www.nokia.com/networks/data-center/data-center-fabric/7220-interconnect-router/
https://www.nokia.com/networks/data-center/data-center-fabric/7250-interconnect-router/
https://www.nokia.com/networks/data-center/data-center-fabric/7250-interconnect-router/
https://www.nokia.com/networks/ip-networks/service-router-linux-NOS/

Building blocks of
Nokia SR Linux

We designed our solution to innovate and break traditional
boundaries in NetOps automation, to be extensible to facilitate the
creation of new tools, and to be flexible and adaptable enough to be
deployed in any environment. With these building blocks, data center
operators can realize the full potential of NetOps automation, create
the tools they need and get maximum value from their existing
environments.

Below are some of the aspects of SR Linux that sets it apart:

*  Built on top of an unmodified Linux kernel ensuring reliability,
portability and easy application development

* A microservices-based model-driven management design
leverages independent YANG data models to provide granular
and broad access to network data

* Modern standard interfaces such as gNMI and gRPC and others
provide efficient and consistent ways to communicate with the
network

e A NetOps Development Kit (NDK) and open-source CLI plugins
allow data center and cloud builders to create their own
customized operational tools

* Anopenand scalable telemetry framework leverages on-change
streaming telemetry and gNMI to provide new levels of network
visibility

» Tested, hardened and field-proven routing capabilities (e.g.,
EVPN, MPLS, BGP, VXLAN) inherited from SR OS provide proven
performance at scale.



Data center networking on
your terms

SR Linux allows you to remove operational barriers that may have
slowed you down or impacted your services in the past. With SR
Linux, these barriers are removed and your networking fabric will
just work.

There are several aspects that allows this to happen:

e SR Linux was built with reliability and quality from the beginning.
This allows it to survive traffic spikes and other unexpected events
and disruptions while still passing service traffic.

* SR Linuxis designed to enhance automation. It does this by
providing new levels of network visibility while also adding
guardrails to automation allowing automation to be executed at
scale.

* SR Linux will adapt to your own unique environment. Integration
into different heterogeneous ecosystems is made easy through its
standard interfaces and protocols. Customizing and extending SR
Linux is made easy through on-box tools that are easy to use.
Finally, SR Linux has grown a community of interest that work
together to get the most out of SR Linux and other NOS'’s, creating
a true collaborative environment.




Built for reliability and quality

Data center operators seek business continuity and resilience in the
face of constant change. Operators are looking for networks that just
work so they can transition their staff to less mundane and stressful
work items to more rewarding and innovative tasks.



Simplify Integrations

Many operational environments include open-source projects and
DIY platforms that enable advanced monitoring, inventory
management, provisioning, analysis, troubleshooting, security and
much more. This diverse ecosystem must be compatible and
symbiotic with the data center fabric solution.


https://www.nokia.com/networks/data-center-fabric/business-case-analysis/

Extending and customizing
your NOS

With a culture that emphasizes doing more with less while driving
scale and performance, data center fabric operators value the
flexibility to extend and customize their operational environment,
including their network fabric.

Operators can use the extensibility and customizability of SR Linux to
address a unique network issue, or to take back control from the
vendor so they can operate their fabric their way. Having the ability
to customize the way the network fabric behaves and communicates
with the broader operational ecosystem provides operators the
confidence they need to operate on their terms.


https://learn.srlinux.dev/programmability/

New levels of network visibility

Data center fabric operators that rely on automation, open-source
projects and DIY tools need real-time access to network data,
including state. For example, it is essential for a network monitoring
system to have full access to network data. A troubleshooting
platform that detects suspicious patterns in the network is only as
effective as the data it receives. A system that maintains the single
source of truth for the network requires a broad and deep
understanding of the network and its configuration and state.

Scott Brookshire, CTO and co-founder of OpenColo says, “With SR
Linux, our team had ubiquitous access to precisely the network data
we needed (and when we needed it) to power both our Grafana
dashboards as well as informing other automation tools like our
customer onboarding tool.”


https://www.nokia.com/networks/data-center-fabric/business-case-analysis/

Reduce barriers of validation

Operators often find it difficult to validate and test the way a new
NOS would function within an existing environment. This is especially
true in multivendor environments that include multiple operating
systems. Most operators do not have the time or money to set up a
new lab to test a new NOS suitably and accurately.


https://learn.srlinux.dev/get-started/#documentation
https://learn.srlinux.dev/get-started/
https://learn.srlinux.dev/get-started/
https://discord.gg/tZvgjQ6PZf
https://learn.srlinux.dev/get-started/#sr-linux-container-image
https://containerlab.dev/

Enhance network automation

Network automation is needed to scale operational tasks, increase
productivity and agility, while eliminating human errors.

Some examples of network automation include:

e Abstracting the network and using intent-based automation to
facilitate and scale the provisioning, deployment and operations
of the network

« Automating network troubleshooting processes by constantly
monitoring and analyzing the network to proactively detect and
mediate issues before they impact the network

»  Deploying continuous integration and continuous deployment
(CI/CD) pipelines for the network to automate many operational
processes such as upgrades, maintenance.




Ready for the future with
Nokia SR Linux

The world is embracing new technologies at an unprecedented
pace, and data center fabric operators have to be prepared for
whatever comes next. Nokia SR Linux provides the building blocks
these operators need to seamlessly integrate the best new
innovations into the network and adapt to change now and in the

future.

Visit our Networking at Webscale page to learn more about how SR
Linux can transform your operating environment.

Learn More

13


https://www.nokia.com/networks/webscale-networking/

NOLY P

At Nokia, we create technology that helps the world act together.

As a B2B technology innovation leader, we are pioneering networks that sense, think and act by leveraging
our work across mobile, fixed and cloud networks. In addition, we create value with intellectual property and
long-term research, led by the award-winning Nokia Bell Labs.

Service providers, enterprises and partners worldwide trust Nokia to deliver secure, reliable and sustainable
networks today - and work with us to create the digital services and applications of the future.

Nokia is a registered trademark of Nokia Corporation. Other product and company names mentioned
herein may be trademarks or trade names of their respective owners.
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