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Telecom systems, with their intricate web of
interconnected components, pose a high complexity,
requiring deep domain expertise to identify
vulnerabilities woven into this complex ecosystem.

The rapid evolution of telecom technologies adds
to the challenge, expanding the attack surface and
demanding a comprehensive understanding to
mitigate associated risks effectively.

Nokia Managed Security Services (MSS) protects
against telecom-centric cyber-threats following a
risk-based approach in compliance to respective
security standards and regulations.



A new world of threats

In the realm of telecommunications, businesses face

a myriad of challenges in the cybersecurity landscape.
Traditional security models are rapidly becoming
inadequate against the sophistication of modern-day
threats. Existing security solutions are designed largely for
mission critical enterprises and lack the features needed
for telecom security. Regulatory and compliance standards
are tightening, leading to increased liabilities

Telecom-centric
security solutions

for non-compliance. A significant hurdle lies in the scarcity
of diverse security skill sets needed to cover the expansive
security spectrum effectively. Companies also grapple with
the balancing act their security strategies. Additionally,
the lack of real-time awareness, security intelligence,

and robust analytics and automation capabilities further
compound the complexities faced in safeguarding telecom
infrastructure from cyber threats.

Compliance mandates

Adoption of new technologies
introduces new security challenges.

Attacker shift

Cyber criminals are better organized
and financially motivated.

Threat shift

Major deterioration in threat
landscape making traditional security
measures ineffective.
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Nation states,
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Terrorists,
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Military-grade malware,
Zero-day attacks,
Spear phishing,
Ransomware

Regulatory fines, e.g., NIS2, GPDR,
FCC, TSSR etc. can cost up to 2%
of global turnover.

Skills shortage

Skill shortage, by 2030 there
will be 4 million unfulfilled
cybersecurity positions.*

Too many tools

Organizations are using many
vendors with different tools.

* World Economic Forum. Global Cybersecurity shortage could reach 85 million by 2030



https://www.weforum.org/stories/2024/04/cybersecurity-industry-talent-shortage-new-report/
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Nokia Managed Security Services Approach

Security Approach

Key: Automation, continuous monitoring and orchestration automation
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Nokia Managed Security

: ' Continuous Visibility
Services Portfolio o Valdani
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Portfolio aligned with Defense-in-depth & Adaptive Security Payload, Network.

Architecture, and industry best practices (MITRE ATT&CK,
Bhadra Telecom Framework, ITU-T x.805,..)

. ] . Predict Prevent
0 Security Operations 9 Security Governance
Risk Assessment Risk & Compliance
[ 4
* Operational readiness » Security Controls Governance
assessment & Automation

Vulnerability Management

Security Configuration Management
Application Security Management
Telecom Pentest

* Risk Index and Maturity
» Detailed Audits / Reports
» Security Blueprint / Roadmap

RAN/Transport/Core)
9 Security Infrastructure e Managed Detection
Management & Response

Security Operations Centre (SOC)
Detection use cases

Threat Intelligence

Proactive Threat Hunting

Telecom Security Incident Response
Response Automation

Digital Forensics & Investigations

Network & Infrastructure Layer
Application Layer

Data Centric Layer

Identity & Access Layer
Monitoring & Governance Layer




Better detect

on and response

Nokia MSS related to cyber-attacks detection and response can be divided into those employed before a security
incident and those used once an attack is executed. Together they provide a complete spectrum of defence for
telecom companies facing a wide range of both known and unknown threats.

Before Security Incident

User Case Threat Threat
& Cyber Intelligence Hunting
Playbook (T

Security Orchestration Automation & Response (SOAR)

3 After Security Incident

Security
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Before security incident

e Use-case and Response plan:
This helps telecom companies identify telecom-
specific threats or use cases and form a response
plan to counter them.

e Threat Intelligence: The Nokia threat intelligence
service keeps operators up to date on current
global threats.

e Threat hunting: Our deep analytics and machine
learning capabilities identify unknown or hidden
threats that could evade existing security methods.

e Security monitoring: Nokia’s unique use-case-
based methodology monitors security alerts and
events in real-time.

After security incident

e Security incident management:

This service speeds up the management of the
lifecycle of a security incident, using effective
and faster incident analysis, communication,
workaround, response, root-cause analysis and
corrective measures.

Rapid response service: Nokia’s rapid security
response service integrates machine intelligence
with human expertise, to effectively contain,
mitigate or eliminate the identified threats.

Investigation and Digital forensics:

Domain experts and forensics capabilities aid an
effective response to cybercrimes, from the initial
triage to investigations and corrective measures.

SOAR

It can improve the efficacy,
efficiency and consistency of
the security operations by using
orchestration and automation of
threat intelligence management,
security event monitoring and
incident response processes.



Addressing vulnerabilities demands Quantifying the associated risk enables organizations to closures based

continuous strategy refinement, leveraging on well-informed risk assessment outcomes.

technology, and deepening domain expertise.

Core elements include comprehensive insights Diverse alternatives, including IPS, WAF, and robust authentication, are needed to

through vulnerability assessment, strategic reduce the attack surface. Additionally, integrating security controls like enhanced
prioritization, and compensation controls. monitoring and analytics (UEBA, NBA) is essential, making compensating controls a
Embracing a risk-centric paradigm guides crucial part of any comprehensive vulnerability management strategy.

organizations in prioritizing efforts and aligning
remediation with strategic objectives.
Our vulnerability management service provides

the technologies, processes and operations Threat , Vulnerability

to fully administer vulnerability management Data traffic modelling , assessment

programs across the vulnerability lifecycle that flow changes Asset

fit the specific requirements and needs of criticalit @‘
telecom environments. Discover vulnerabilities 4 v

Optimized scanning configurations for
maximum vulnerability discovery Nokia MSS 6 Exposure
Vulnerability
Management i
Effective vulnerability management relies i Dependencies &
on strategic prioritization aligned with ' @ interconnected
closure strategies. systems
We eliminate in network Business impact
infrastructure to expedite the triaging of analysis

vulnerabilities.

Threat and
vulnerability

mapping




Telecom specific cyber attack use case library

Exploit injection
Information disclosure

Telecom

____________ e Mediation and billing attacks
/ 1T Apps

Denial of Service ®--------

Traffic interception Billing system flooding for

prepaid abuse
IN attacks (Intelligent Network)
Web attacks

Malware Privacy
Charge bypass

y Telecom

Cloning Outage F|Xed aﬂd mOb||e

IMSI-catcher/
Fake BTS (2G/3G/4G/5G)
Rt — -
: Cloud Core
.
Hostile SS7 location request E E SMS fraud

Subscribers DDoS
SS7 entry point abuse
Femto-cell based signaling attacks Dat I. " T ®  Prepaid abuse
SS7 MSU bill artificial inflation S el SMSC scanning, discovery and abuse

SMS/Messaging attacks

(SMS, VMS) MMS attack

Lawful interception system attacks
Reverse charge

Service interruption . ; :
VolP originated SS7 injection p Location based service .unauthor'lzed
Total compromise access HLR authentication flooding
VLR stuffing

lllegal call redirection
SMS to MSC direct addressing



Nokia security intelligence anc
operations center (SIOC)

Our security intelligence and operations centers (SIOCs) are designed to monitor, analyze and respond to threats targeting an organization’s information
systems and assets. Acting as a central point for security operations, they coordinate the detection, investigation and mitigation of cyberattacks and
other incidents. Key services include:

¢ Telecom domain experts ¢ Multi-vendor & * Purpose-built security * Presence

* Simulated R&D lab environment multi-technology environment solutions for Telco networks * Romania/Timisoara
for developing security use cases ¢ Compliance with ISO 27001 / - public and private * India/Chennai
around telecom technologies NIST practices « USA/Dallas

» Standardized processes & * 24x7 SOC monitoring and

tools framework incident response




Nokia Managed Security
Services Approach
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Pool of Multi-vendor telecom domain SMEs leveraged
for security design and implementation activities

Library of baseline security and hardening parameters
for Telecom Domain

Use case library for different telecom technologies
based on ITU-T x.805 framework

Lab environment for telecom technologies for
security testing and R&D (India and France)

Global SIOCs designed for monitoring telecom
infrastructure (India and Romania)

In-house security products and product line focused
on Telecom Security

Blueprinted security products and solutions
addressing telecom security needs

Fusing Al driven analytics to enhance analysts’
capabilities and end-to-end automation, delivering
faster triaging and efficient, scalable protection.




Securing the Telco

future, today

Telecom-centric security solutions
Our services are crafted to meet
the unique demands of 2G, 3G,
4G/LTE, 5@, fixed lines, and Telco-
heavy IT/ mission critical enterprise
scenarios. Aligned with the latest
global best practices and industry
standards, we ensure your network
stays secure and resilient.

Layered security solutions

Our approach to cybersecurity
encompasses a multi-layered
strategy from robust network
and infrastructure security to the
protection of critical applications,
telecom protocols & interfaces,
data-centric security measures,
and stringent identity and access
management. These integrated
layers ensure comprehensive
protection for your telecom
infrastructure.

Comprehensive portfolio
We offer a range of services
including consulting and risk
assessment, security
infrastructure management,
security governance risk and
compliance management,
and managed detection and
response services to safeguard
your business in today’s
dynamic threat landscape.

Monetization
Telecommunication providers can
now ‘white-label’ Nokia’s services
to offer innovative solutions to
their mission critical enterprise
customers, paving the way for
fresh business models and
generating additional revenue
streams for operators.
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Our approach emphasizes automation,
/’analytics, scalability, predictability,
and skillset management. Through
~streamlined processes and advanced
technologies, and advanced
technologies, we ensure swift, reliable,
- and cost-effective service delivery,

“ww tailored to meet your unique needs
— and challenges.




Global reach - local impact

Managed Security Services - Major references world
Projects covering Telco and non-Telco customers
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Nokia OYJ
Karakaari 7
02610 Espoo
Finland

Tel. +358 (0) 10 44 88 000
CID:214945
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At Nokia, we create technology that helps the world act together.

As a B2B technology innovation leader, we are pioneering networks that sense, think and act by leveraging
our work across mobile, fixed and cloud networks. In addition, we create value with intellectual property and
long-term research, led by the award-winning Nokia Bell Labs.

Service providers, enterprises and partners worldwide trust Nokia to deliver secure, reliable and sustainable
networks today - and work with us to create the digital services and applications of the future.

Nokia is a registered trademark of Nokia Corporation. Other product and company names mentioned
herein may be trademarks or trade names of their respective owners.
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