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Solutions for the Programmable World
Secure. Automated. Trusted. Reliable.

Integrated

as a part of our product 
creation, security baked-into 
100% of products as a part 
of our product creation

Scalable

to meet the rising security and 
privacy demands of 5G, IoT…

Automated 

through threat intelligence, 
efficient correlation, Continuous 
Integration.

Security by Design
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• Scope of coverage: process, people, technology

• Implementation: proactive & reactive measures, 
flexible to work with new technologies & requirements

Customers Standards Regulations Emerging 
technologies

Nokia Design for Security
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Proactive Reactive

Planning: Threat & risk analysis; requirements & architecture Security vulnerability management

Development: secure coding; hardening, privacy Security updates and patching

Integration & verification: security testing & security updates, 
malware scanning

Security Compliance: Gap analysis and Mitigation plan

C5C0 C2/C3 C10C1 … CP C7

Opportunity
Definition

Planning
Design & 
Implement

Integrate 
& Test

Limited 
Deployment

Volume 
Deployment

Maintenance End of Life

A flexible framework to incorporate emerging technologies & requirements

Security baked into Nokia product life-cycle “CREATE”
Nokia Design for Security (DFSEC)
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Security  
vulnerability 
management

Fault management    
process

Vulnerability  
information  from   
public sources

Design for Security (DFSEC)

Feature screening
• Security threat & risk analysis
• Privacy Impact Assessment

Systems engineering
• Security & privacy requirements
• Security architecture specification

Development
• Secure coding
• Source Code security testing
• Product hardening

Integration & verification
• Security testing
• Malware scanning
• Data Scrambling verification (privacy)

Compliance: Gap analysis and Mitigation plan

Proactive Reactive

Design for Security  
Key components of Security Management Process 
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Design for Security process

Process supported by a virtual security organization inside Nokia

Business Unit

Product Line

Product Line

Lead 
Product Security Office : in charge of defining / maintaining 
the process, the tools and checklists

Product Security Community

Product Line

●
●

●

Mobile 
Networks (MN) 

BG

Cloud & Network 
Services (CNS) 

BG

Network 
Infrastructure

(NI) BG

●
●

●

Business UnitBusiness Unit
Product Security Manager (PSM): 
Enforcement of Nokia’s product security 
methodology on product and system 
development activities. PSMs are in the BGs, but 
not part of the Product Lines

Security Lead (SL): Leader of product security 
activities in product lines that is responsible  to 
implement the proactive and reactive security 
processes. SLs are in R&D of Product Lines.

●
●

●

Product Line
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Nokia Security & Privacy Management Process (DFSEC)

Product Privacy Baseline

Secure Coding 
Guidelines

Hardening 
Guideline

Security 
Testing
Guideline

Crypto
Guideline

Nokia Networks Product Security Baseline

Privacy Engineering and 
Assurance Process
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Security testing

P
e

rf
o

rm
a

n
ce

 v
e

ri
fi

ca
ti

o
n

 

P
ro

to
co

l c
o

n
fo

rm
a

n
ce

O
p

e
ra

b
ili

ty
 t

e
st

in
g

F
u

n
ct

io
n

a
l T

e
st

in
g

, 
(i

n
cl

u
d

in
g

 f
u

n
ct

io
n

a
l 

te
st

in
g

 o
f 

se
cu

ri
ty

 f
e

a
tu

re
s)

Port scanning

Vulnerability scanning

Web application vulnerability scanning

Robustness testing

Denial-of-Service testing
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Security & privacy testing as part of integration and verification

Malware scanning

Data scrambling verification (privacy)
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Security Statement of Compliance

DFSEC process 
compliance

DFSEC process: Ensures that DFSEC milestone deliverables are done and the DFSEC process followed

Security 
Testing

Security Testing: analyze the security exposure and to find vulnerabilities and robustness issues

Vulnerability 
Management 

Vulnerability Management: to effectively handle relevant 3rd party vulnerabilities and ensure a release 
free of known high severity vulnerabilities

Hardening
Hardening: secure the system by removing unneeded functionality and configuring the remaining 
securely

Security 
Baseline

Security baseline: Industry-standard security best practices. Security Baseline ensures a low security 
exposure

Virtualization Virtualization: Requirements for secure virtualized products

Privacy Privacy: Requirements for privacy respecting products
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Copyright and confidentiality

Public

The contents of this document are proprietary 
and confidential property of Nokia. This document 
is provided subject to confidentiality obligations of 
the applicable agreement(s). 

This document is intended for use by Nokia’s 
customers and collaborators only for the purpose 
for which this document is submitted by Nokia. No 
part of this document may be reproduced or made 
available to the public or to any third party in any 
form or means without the prior written permission 
of Nokia. This document is to be used by properly 
trained professional personnel. Any use of the 
contents in this document is limited strictly to the 
use(s) specifically created in the applicable 
agreement(s) under which the document is 
submitted. The user of this document may 
voluntarily provide suggestions, comments or 
other feedback to Nokia in respect of the 
contents of this document ("Feedback"). 

Such Feedback may be used in Nokia products and 
related specifications or other documentation. 
Accordingly, if the user of this document gives 
Nokia Feedback on the contents of this document, 
Nokia may freely use, disclose, reproduce, license, 
distribute and otherwise commercialize the 
feedback in any Nokia product, technology, service, 
specification or other documentation. 

Nokia operates a policy of ongoing development. 
Nokia reserves the right to make changes and 
improvements to any of the products and/or 
services described in this document or withdraw 
this document at any time without prior notice. 

The contents of this document are provided 
"as is". Except as required by applicable law, no 
warranties of any kind, either express or implied, 
including, but not limited to, the implied warranties 
of merchantability and fitness for a particular 

purpose, are made in relation to the accuracy, 
reliability or contents of this document. NOKIA 
SHALL NOT BE RESPONSIBLE IN ANY EVENT FOR 
ERRORS IN THIS DOCUMENT or for any loss of data 
or income or any special, incidental, consequential, 
indirect or direct damages howsoever caused, that 
might arise from the use of this document or any 
contents of this document. 

This document and the product(s) it describes
are protected by copyright according to the
applicable laws. 

Nokia is a registered trademark of Nokia 
Corporation. Other product and company names 
mentioned herein may be trademarks or trade 
names of their respective owners.


